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Fingertip 
Data Processing Addendum 
Version 4.3 
Effective Date: 2025-05-16 

This Data Processing Addendum (“DPA”) forms part of the End User License 
Agreement (“EULA”) between Fingertip Oy (“Fingertip”) and the Customer (as defined 
below) and reflects the parties’ agreement with respect to the Processing of Personal 
Data in accordance with applicable Data Protection Laws. 

1. General 
Fingertip is a Microsoft Teams-native application deployed entirely within the 
Customer’s Microsoft 365 tenant. Fingertip does not host, store, or access Customer-
Controlled Data, including any content created or stored within the Software, 
Microsoft Teams, or Dataverse. Fingertip only processes limited Business Metadata 
(such as license holder contact details and telemetry data, if explicitly opted-in) for 
account management, support, and compliance purposes. 

This DPA reflects the parties’ agreement to comply with applicable data protection 
laws, including the General Data Protection Regulation (EU) 2016/679 (“GDPR”), the 
California Consumer Privacy Act (“CCPA”), and other relevant legislation, solely with 
respect to Personal Data processed by Fingertip in its role as a Processor. 

In the event of any conflict between this DPA and the EULA, the terms of this DPA shall 
prevail with respect to the Processing of Personal Data. 

2. Definitions 
“Customer” means the entity that has entered into the EULA with Fingertip and on 
whose behalf Personal Data is Processed. 

“Personal Data” means any information relating to an identified or identifiable natural 
person that Fingertip Processes on behalf of the Customer under the EULA, limited to 
Business Metadata and Telemetry Data. 

“Business Metadata” means license holder names, roles, contact details, and 
subscription information collected solely for account management, support, and 
compliance purposes. 

“Telemetry Data” means anonymized usage metrics (such as feature usage, user 
counts, and license activity) collected only if the Customer has explicitly opted in via 
the Order Form. 

“Customer-Controlled Data” means any data created, stored, or processed within 
the Customer’s Microsoft 365 tenant, including content in Dataverse, Teams, 
SharePoint, or other Microsoft services. Fingertip does not access or process this 
data. 
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“Processing” means any operation performed on Personal Data, such as collection, 
recording, organization, storage, use, disclosure, or deletion. 

“Controller” means the Customer, who determines the purposes and means of 
Processing Personal Data. 

“Processor” means Fingertip, when Processing Personal Data on behalf of the 
Customer. 

“Subprocessor” means any third party engaged by Fingertip to Process Personal Data 
on behalf of the Customer. 

3. Roles and Responsibilities 
The Customer acts as the Controller of all Personal Data, including Customer-
Controlled Data, Business Metadata, and Telemetry Data. Fingertip acts as the 
Processor only for Business Metadata and Telemetry Data, and solely under the 
Customer’s documented instructions. 

Fingertip does not determine the purposes or means of Processing and shall not 
access Customer-Controlled Data unless explicitly authorized in writing. The 
Customer is responsible for ensuring that its use of the Software complies with 
applicable data protection laws, including obtaining necessary consents and providing 
appropriate notices to Data Subjects. 

Fingertip shall: 

a) Process Personal Data only on documented instructions from the Customer, 
including those set forth in the EULA and this DPA; 

b) Ensure that people authorized to Process Personal Data are subject to 
appropriate confidentiality obligations; 

c) Implement appropriate technical and organizational measures to protect 
Personal Data, as described in the Security Measures chapter; 

d) Not use Personal Data for any purpose other than as specified in the 
Customer’s instructions. 

4. Telemetry Governance 
Fingertip may collect Telemetry Data only if the Customer has explicitly opted in via 
the Order Form. Telemetry Data is limited to anonymized usage metrics such as 
feature usage frequency, user counts, and license activity. No identifiable user data is 
collected unless separately authorized in writing. 

The Customer may revoke telemetry consent at any time by providing written notice to 
Fingertip. Upon revocation, Fingertip shall cease further collection of Telemetry Data 
and delete any retained telemetry within thirty (30) days, unless retention is required 
by law or necessary for compliance purposes. 

Fingertip shall implement appropriate safeguards to protect Telemetry Data, including 
encryption in transit, access controls, and internal policies aligned with ISO 27001 and 
SOC 2 principles. Fingertip shall provide a summary of collected telemetry upon 
request and shall not use Telemetry Data for profiling, advertising, or resale. 
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5. Subprocessor Declaration 
Fingertip does not currently engage any subprocessors to Process Personal Data on 
behalf of the Customer. All Processing activities are conducted by Fingertip personnel 
within the scope of the EULA and this DPA. 

If Fingertip intends to engage a subprocessor in the future, it shall: 

a) Notify the Customer in writing at least thirty (30) days prior to the engagement; 
b) Ensure that any subprocessor is bound by written agreements that impose 

data protection obligations no less protective than those set forth in this DPA; 
c) Remain fully liable for the performance of any subprocessor’s obligations. 

The Customer may object to the engagement of a new subprocessor on reasonable 
data protection grounds. In such cases, Fingertip shall work with the Customer in good 
faith to address the objection, including offering alternative solutions or, if necessary, 
allowing the Customer to terminate the affected services. 

6. Data Subject Rights 
Fingertip shall implement and maintain appropriate technical and organizational 
measures to ensure a level of security appropriate to the risk presented by the 
Processing of Personal Data. These measures are designed to protect Personal Data 
against accidental or unlawful destruction, loss, alteration, unauthorized disclosure, 
or access. 

Security measures include: 

a) Encryption of data in transit using industry-standard protocols; 
b) Role-based access controls for Fingertip personnel; 
c) Internal policies governing data minimization, retention, and confidentiality; 
d) Secure development practices and code review procedures; 
e) Employee training on data protection and information security. 

Fingertip maintains an internal Information Security Policy aligned with ISO 27001 and 
SOC 2 principles. This policy may be made available for review by the Customer or its 
auditors upon reasonable request, subject to confidentiality obligations. 

The Customer acknowledges that Fingertip does not host or store Customer-
Controlled Data. The Customer is solely responsible for implementing appropriate 
security measures within its own Microsoft 365 environment, including access 
controls, backup procedures, and data loss prevention strategies. 

7. Security Measures 
Fingertip shall implement and maintain appropriate technical and organizational 
measures to ensure a level of security appropriate to the risk presented by the 
Processing of Personal Data. These measures are designed to protect Personal Data 
against accidental or unlawful destruction, loss, alteration, unauthorized disclosure, 
or access. 

Such measures include: 
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a) Access control mechanisms to restrict system and data access to authorized 
personnel only 

b) Encryption of data in transit using industry-standard protocols 
c) Secure development practices and code review procedures 
d) Internal policies governing data minimization, retention, and confidentiality 
e) Regular employee training on data protection and information security 

Fingertip maintains an internal Information Security Policy that governs its security 
practices. While this policy is not publicly disclosed, Fingertip may make it available 
for review by the Customer or its auditors upon reasonable request, provided such 
disclosure is subject to appropriate confidentiality obligations. 

The Customer acknowledges that Fingertip does not host or store Customer Data 
generated within the Software environment. As such, the Customer is solely 
responsible for implementing appropriate security measures within its own Microsoft 
Teams and Dataverse environments, including access controls, backup procedures, 
and data loss prevention strategies. 

Fingertip shall review and update its security measures as necessary to maintain their 
effectiveness and to comply with changes in applicable data protection laws or 
industry standards. 

8. Personal Data Breach Notification 
In the event that Fingertip becomes aware of a Personal Data Breach affecting 
Personal Data processed on behalf of the Customer under this DPA, Fingertip shall 
notify the Customer without undue delay and, in any case, within seventy-two (72) 
hours of becoming aware of the breach. This notification obligation applies exclusively 
to Business Metadata and Telemetry Data processed by Fingertip and does not extend 
to Customer-Controlled Data. 

The breach notification shall include, to the extent reasonably available: 

a) a description of the nature of the breach, including the categories and 
approximate number of data subjects and data records affected; 

b) the likely consequences of the breach; 
c) measures taken or proposed to address the breach and mitigate its possible 

adverse effects; 
d) the contact details of Fingertip’s designated breach response coordinator for 

further information. 

Fingertip shall cooperate with the Customer in good faith to investigate the breach, 
implement necessary remediation measures, and support the Customer’s 
compliance with applicable notification requirements under relevant data protection 
laws, including but not limited to the General Data Protection Regulation (EU) 
2016/679 (“GDPR”) and the California Consumer Privacy Act (“CCPA”). 

Fingertip shall not be responsible for breaches originating from the Customer’s own 
systems or environments, including Microsoft Teams, Dataverse, or other Microsoft 
365 services. The Customer acknowledges that Fingertip’s ability to detect or respond 
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to breaches is limited by the scope of data Processing and the architecture of the 
Software, which operates entirely within the Customer’s Microsoft 365 tenant. 

9. Data Transfers 
Fingertip does not host, store, or transfer Customer-Controlled Data. All such data 
resides exclusively within the Customer’s Microsoft 365 tenant and is governed by 
Microsoft’s infrastructure and regional settings. Fingertip does not access or process 
any content created or stored within the Software, Microsoft Teams, Dataverse, or 
other Microsoft services. 

Fingertip may process limited Business Metadata, such as license holder contact 
details, subscription records, and support correspondence, solely for the purposes of 
account management, service delivery, and compliance with contractual or legal 
obligations. This metadata is processed within the European Economic Area (EEA) 
unless otherwise agreed in writing. 

If Fingertip processes metadata outside the EEA, it shall do so in accordance with 
applicable data protection laws and rely on legally recognized safeguards, including 
the European Commission’s Standard Contractual Clauses (SCCs), which are 
incorporated by reference into this DPA. Fingertip shall not transfer any Personal Data 
to a third country unless such transfer complies with applicable legal requirements 
and is subject to appropriate protections. 

Fingertip and the Customer agree that transfers of Personal Data from the EEA to third 
countries shall be governed by the European Commission’s Standard Contractual 
Clauses (SCCs), Module Two (Controller-to-Processor), as set forth in Commission 
Implementing Decision (EU) 2021/914. The parties incorporate by reference the SCCs 
and the completed Annexes I–III as set forth in Annex E of this DPA. 

Upon request, Fingertip shall disclose the processing location, applicable safeguards, 
and categories of Personal Data transferred. The Customer may request a copy of the 
relevant SCCs or transfer mechanisms at any time. Fingertip shall respond to such 
requests in good faith and within a reasonable timeframe, not exceeding thirty (30) 
days from receipt of the request, unless otherwise agreed.  

Fingertip will provide, at no additional cost, the information and assistance strictly 
required by applicable data protection laws. Any further responses, assistance or 
documentation beyond such mandatory obligations shall be considered professional 
services subject to a separate agreement and fees. 

10. Retention and Deletion 
Fingertip does not store or retain Customer-Controlled Data. 

Fingertip may retain limited Business Metadata, such as license holder contact details 
and support correspondence, solely for the purposes of account management, 
service delivery, and compliance with contractual or legal obligations. This metadata 
is retained only for as long as necessary to fulfill those purposes. 
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Upon termination of the Agreement, or upon written request from the Customer, 
Fingertip shall delete or anonymize any retained Personal Data that is no longer 
required, unless retention is mandated by applicable law or necessary for the 
resolution of disputes, enforcement of agreements, or compliance with audit 
requirements. 

Fingertip shall ensure that any deletion or anonymization is carried out securely and in 
accordance with recognized industry standards. The Customer may request 
confirmation of deletion or anonymization at any time. 

11. Data Portability 
Fingertip may provide documentation and guidance upon request to assist the 
Customer in exporting Fingertip-related data from Dataverse, including table 
structures, supported formats, and recommended export tools. Any assistance 
provided by Fingertip in connection with data export or migration shall be considered a 
professional service subject to separate agreement and pricing. Fingertip shall not be 
responsible for executing exports or validating data completeness and shall not 
access the Customer’s environment unless explicitly authorized. 

Business Metadata and Telemetry Data processed by Fingertip shall not be subject to 
portability obligations unless separately agreed in writing. Fingertip does not process 
Customer-Controlled Data and shall not be liable for data loss, retention, or migration 
failures arising from the Customer’s own configuration or environment. 

12. Customer Audit Rights 
Fingertip shall make available to the Customer, upon reasonable request, information 
necessary to demonstrate compliance with its obligations under this DPA. This may 
include documentation describing Fingertip’s data protection practices, internal 
policies, and technical safeguards. Responding to such requests may be considered a 
professional service subject to separate agreement and pricing. 

If the Customer reasonably believes that Fingertip is not complying with its obligations 
under applicable data protection laws or this DPA, the Customer may request an 
audit. Such audits shall be limited to the scope of Fingertip’s Processing of Personal 
Data on behalf of the Customer and shall not extend to data or systems unrelated to 
the Customer’s use of the Software. 

Fingertip shall cooperate in good faith with any audit initiated by the Customer under 
this DPA. Audits shall be limited to one per calendar year unless required by law or 
following a confirmed data breach. The Customer shall provide at least thirty (30) days’ 
prior written notice and conduct the audit during normal business hours in a manner 
that minimizes disruption to Fingertip’s operations. The Customer shall bear all costs 
of the audit unless it reveals a material breach of Fingertip’s obligations under this 
DPA. 

Fingertip may satisfy audit requests by providing relevant documentation, 
certifications, or third-party audit reports. On-site audits shall be permitted only if 
document-based review is insufficient and must be subject to confidentiality 
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obligations and reasonable limitations. The Customer shall bear all costs associated 
with the audit unless the audit reveals a material breach of Fingertip’s obligations. 

12.1. Security Audit Disclosure 

Fingertip shall, upon reasonable request, provide the Customer with documentation 
describing its technical and organizational security measures implemented to protect 
Personal Data processed under this DPA. Such documentation may include 
summaries of internal security policies, risk assessments, encryption protocols, 
access control mechanisms, and development practices aligned with ISO 27001 and 
SOC 2 principles. 

Fingertip may also provide third-party penetration test summaries, internal audit 
reports, or other relevant materials, where available. All disclosures shall be subject to 
appropriate confidentiality obligations and may be redacted to exclude proprietary or 
non-customer-specific information. 

This disclosure obligation does not require the Customer to initiate a formal audit and 
may be fulfilled through document-based review. Fingertip shall respond to such 
requests in good faith and within a reasonable timeframe, not exceeding thirty (30) 
days from receipt of the request, unless otherwise agreed.  

Fingertip will provide, at no additional cost, the information and assistance strictly 
required by applicable data protection laws. Any further responses, assistance or 
documentation beyond such mandatory obligations shall be considered professional 
services subject to a separate agreement and fees. 

13. Data Protection Impact Assessment Support 
Fingertip shall, upon reasonable request and to the extent required by applicable data 
protection laws, assist the Customer in conducting Data Protection Impact 
Assessments (“DPIAs”) related to the use of the Software. Such assistance shall be 
limited to Personal Data that Fingertip may process under this DPA, which is restricted 
to Business Metadata and Telemetry Data, and shall not extend to Customer-
Controlled Data. 

Fingertip’s assistance may include providing documentation describing its technical 
and organizational measures, internal security policies, connector architecture, and 
integration behavior within the Microsoft ecosystem. Fingertip shall not be responsible 
for conducting DPIAs on behalf of the Customer or for assessing risks related to the 
Customer’s configuration, deployment, or use of the Software within its own 
environment. 

Fingertip shall respond to DPIA-related requests in good faith and within a reasonable 
timeframe, not exceeding thirty (30) days from receipt of the request, unless otherwise 
agreed. Responding to such requests shall be considered a professional service 
subject to separate agreement and pricing. 

The Customer remains solely responsible for determining whether a DPIA is required, 
for defining its scope, and for ensuring that its use of the Software complies with 
applicable legal obligations.  
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14. Confidentiality 
Fingertip shall treat all Personal Data and any other information received from the 
Customer in connection with the Agreement as confidential. Fingertip shall not 
disclose such information to any third party except as expressly permitted by the 
Customer or required by law. 

Access to confidential information shall be limited to Fingertip personnel who require 
such access to fulfill Fingertip’s obligations under the Agreement and who are bound 
by confidentiality obligations no less protective than those set forth in this DPA. 

Fingertip shall implement internal policies and procedures to safeguard confidential 
information against unauthorized access, disclosure, or misuse. These measures 
include role-based access controls, secure communication protocols, and employee 
training on confidentiality and data protection. 

The confidentiality obligations set forth in this chapter shall survive the termination or 
expiration of the Agreement and remain in effect for a period of three (3) years 
thereafter, unless a longer period is required by applicable law. 

Nothing in this chapter shall limit the Customer’s rights to enforce confidentiality 
under the EULA or any other applicable agreement between the parties. 

15. Government Access Requests 
Fingertip shall not create or maintain any backdoors or technical mechanisms to allow 
government or law enforcement access to Personal Data. If Fingertip receives a legally 
binding request from a public authority for access to Personal Data, it shall: 

a) promptly notify the Customer unless prohibited by law,  
b) assess the legality of the request, and  
c) challenge the request if it reasonably believes it is unlawful or 

disproportionate.  

Fingertip shall document all such requests and responses and make them available to 
the Customer upon request, subject to confidentiality obligations. 

16. Liability and Indemnification 
Fingertip shall be liable for damages arising from its breach of this DPA only to the 
extent such breach results directly from Fingertip’s failure to comply with its 
obligations as a Processor under applicable data protection laws. 

Fingertip shall not be liable for any damages resulting from the Customer’s 
configuration, use, or hosting of the Software, including any failure to implement 
appropriate data protection or security measures within the Customer’s own 
environment. 

The Customer acknowledges that Fingertip does not host or store Customer-
Controlled Data and cannot access or recover data lost or deleted within the Software. 
Fingertip shall not be liable for any decisions made by the Customer based on 



Data Processing Addendum   

© Fingertip  9 

analytics, dashboards, or recommendations generated by the Software, including 
those involving artificial intelligence features. 

To the extent permitted by law, Fingertip’s total aggregate liability under this DPA shall 
be limited to the amount of fees paid by the Customer for the Software during the 
twelve (12) months preceding the event giving rise to the claim. This limitation shall not 
apply to liability arising from Fingertip’s gross negligence, willful misconduct, or 
breach of its confidentiality obligations. 

Fingertip shall indemnify the Customer against third-party claims alleging that 
Fingertip’s Processing of Personal Data, when performed in accordance with this DPA 
and the Customer’s instructions, infringes applicable data protection laws. This 
indemnity shall not apply to claims arising from the Customer’s misuse of the 
Software, failure to comply with applicable laws, or instructions that violate data 
protection requirements. 

17. Artificial Intelligence Features 
Fingertip may offer optional analytics and recommendation features powered by 
artificial intelligence (“AI Features”) within the Software. These features are designed 
to assist users in decision-making and operate exclusively within the Customer’s 
Microsoft 365 tenant. Fingertip does not host, store, or process Customer-Controlled 
Data in connection with AI Features and does not access or retain any AI-generated 
outputs. 

All AI Features are disabled by default and may be enabled only by the Customer’s 
administrator via the Fingertip Admin App. Fingertip does not use AI Features to profile 
individuals, infer sensitive attributes, or make automated decisions with legal or 
similarly significant effects. AI Features do not process Business Metadata or 
Telemetry Data unless separately authorized in writing by the Customer. 

The Customer acknowledges and agrees that all decisions made using AI Features are 
made at the Customer’s sole discretion and risk. Fingertip shall not be liable for any 
outcomes, damages, or claims arising from the Customer’s use of AI Features, 
including decisions based on dashboards, analytics, or recommendations generated 
by the Software. 

Fingertip confirms that its AI Features do not constitute high-risk AI systems under 
Regulation (EU) 2024/1689 (“EU AI Act”). Fingertip does not use AI Features for 
profiling, biometric identification, or automated decision-making with legal or similarly 
significant effects. All AI outputs are generated within the Customer’s Microsoft 365 
tenant using Microsoft Azure OpenAI services. Fingertip does not train models on 
Customer data and does not transmit Customer-Controlled Data to external AI 
systems. 

Fingertip’s AI capabilities are delivered through Microsoft AI services and governed by 
Microsoft’s security and privacy controls. Fingertip does not transmit any Customer-
Controlled Data to external AI systems and does not modify or influence AI outputs 
generated within the Customer’s environment. 



Data Processing Addendum   

© Fingertip  10 

18. Amendments 
No modification or amendment to this DPA shall be effective unless made in writing 
and signed by both parties. Fingertip may propose updates to this DPA to reflect 
changes in applicable law or its data protection practices. Any such updates shall 
become effective upon mutual agreement or continued use of the Software after 
notification. 

19. Survival 
The provisions of this DPA that by their nature are intended to survive termination shall 
remain in effect, including but not limited to confidentiality, liability, data deletion 
obligations, and audit rights. 

Any rights or remedies accrued prior to termination shall remain enforceable. The 
Customer shall remain liable for any breaches or obligations incurred prior to the 
effective date of termination. 

20. Force Majeure 
Fingertip shall not be liable for any failure or delay in the performance of its obligations 
under this Data Processing Addendum to the extent such failure or delay is caused by 
a Force Majeure Event. A “Force Majeure Event” means any event beyond Fingertip’s 
reasonable control that could not have been prevented by commercially reasonable 
precautions, including but not limited to acts of God, natural disasters, war, terrorism, 
civil unrest, labor disputes, governmental actions, infrastructure outages, or failures in 
Microsoft services or third-party platforms upon which the Software depends. 

During a Force Majeure Event, Fingertip shall be excused from its obligations under 
this DPA for as long as and to the extent that such event continues to impact its 
performance, provided that Fingertip uses commercially reasonable efforts to resume 
performance and mitigate the impact. Fingertip shall notify the Customer without 
undue delay upon becoming aware of a Force Majeure Event that materially affects its 
ability to fulfil its obligations under this DPA. 

This clause shall not relieve Fingertip of its obligations to implement appropriate 
technical and organizational measures under applicable data protection laws, except 
to the extent that such measures are rendered infeasible by the Force Majeure Event. 

21. Annexes and Incorporation by Reference 
The following annexes form an integral part of this DPA and are incorporated by 
reference: 

Annex A: Telemetry Governance - Defines the scope, consent mechanics, revocation 
process, and retention policies for telemetry data. 

Annex B: Subprocessor Declaration - Declares current subprocessor status and 
defines the update and objection protocol. 
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Annex C: Data Transfer Safeguards - Includes applicable Standard Contractual 
Clauses and outlines cross-border transfer mechanisms. 

Annex D: Security & Compliance Measures - Describes the technical and 
organizational measures implemented by Fingertip to protect Personal Data. 

Annex E: Standard Contractual Clauses (SCCs) - Specifies the applicable SCC 
module and includes Annex I–III as required under Commission Implementing 
Decision (EU) 2021/914. 

The annexes shall be made available upon reasonable request. In the event of conflict 
between this DPA and any annex, the terms of the annex shall prevail with respect to 
the subject matter addressed therein.  

22. Contact 
To exercise your rights regarding your Personal Data, or if you have questions regarding 
this Data Processing Addendum or our data practices, please mail us at: 

Name:   Fingertip Ltd. 

Business ID:   FI24093467 

Correspondence address:  Bulevardi 21, 00180 Helsinki, Finland 

Contact number:   +358 40 547 3566 

E-mail address:   info@fingertip.fi 

 


